V 


? 


ft 


Approved For 


R^toase 2002/0 2^12 : 


ffomi 


MEilDRANDUM FORt ALL CABLB USERS 


5 Deceniber 1^ 


SUBJECT I DlBtrllKitlon of Cables Based on Sensitive IrdlcatorBi. 

KAR2K and MBAT 


la For the information of all concerned the following instruo- 
tione whi^ govern the distribution of cables bearing the izuiieatora 
KAPOK and RYBAT have been Issued to the Message Canter* 

No general rule can be laid down idiich will pro- 
vide explicit Estructions covering every ocmoeivable situation oon» 
coming the distribution of cables with sensitive indicator • Ih 
evezy instance^ distribution mast be effected using a fine degree of 
ludgnenb* Those inatructions^ theirefore^ must be accepted as a guide 
on}ya Where it appeam that the distribution as prescribed is tocT** 
great;, the cable should be discussed with the Cable Secretary prior 
to making the distrlbutiono 



5o Sensitive Indioators a Sensitive indicators are cryptonynss 
approved by the ig^ropriaie Deputy Director* Kioso seneltive indi- 
cators act to limi t distribution of cables oon'teining sensitive cpera— 


tional mattemi^ personnel matters, identi^es of pseudonyms and oryp- 


te 2 \yms and recognition signals* i^nsitive indicators are divided 

Basic sensitivs indicators ani special Indicators < 


%to two categories I 


(a) Basic sensitive indicators are KAPOK and RYBAT* 

These indicators are for genoral use and serve 
to l i mi t the distribution of oaUes as effected 
within Headquarters by the Message Center* Cables 
received without such indicators which by content 
or prior refereiuie warren t treatment as KAPOK or 
RYBAT will be so handled by the Message Gentero 

(b) Special sensitive indicators are oryptonyms assigned 
to various projects idjidd serve to limit the distri- 
bution of cables concerning thoee projects* These 
indicators are not for genoral use but ore used only 
by the imlts acting on the projects concerned* 

I _ Itefiniy.o n of Prtooipal Staff * Qi the following pagsa where 
Hteferonoe is made to the ■Principal TJD/B Staff®, this Staff is defined 
for our purposes os being one of the following! PM, PP, PI, TSS ca* 
DD/F-Admin* For our usage, I3D^« l&R and UD/F-PPC are not considered 
principal staffs for the reason that they act as Special Assistants 
^ UD/F and it is believed that distribution to the Office of the 
DD^ suffloes to meet the needs of the two offices excluded* 
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of Principal (^floe a On the following pages idiere 
^oforenoe is inEde to "Rpindpal Office Outside the W/B this 

Offioo is defined for our purposes as being the Office of Conaomicationo, 
Office of Inspection and Seouritgr^ Chief, Medical Serrioes, including 
insdioSg the GD/X or DD/i and their oompOTent tuiits« 

distribution Chaye. Changes in distribution, l.e., fumlahlng 
of copi» to units not origicuaiy included In the distribution for sens!- 
tive cables, will be made onl^r upon the direction of or eoncurrcnoe of 
the Deputy Director concerned or the action unlto Iha procedure in 
these oases will be to accept the request for the distribution change 
and after ascertai n i n g that the cable eonoezned is a sensitive cable, 
call the requestor and ask that he have the aotion unit make the r 9 » 
qpisst upon us for the change or that he fumi^ us with the "awo and 
telei^one number of tlie per8<sr in the action unit with idiom the diange 
has boon coordinated. 

7o Pypieet for Extra Croieeft The same instxisotionB iq>ply in fur^ 
nis^iing extra copies or sensitive cables as are applicable to other 
cables. The furnishiz^ of extra copies is a service properly perfonsed 
by Message Center but only to the extent that the service is not uIb* 
ussd or the general distribution poliqy circunventedo Wa&re appro- 
priate, the caller should be advised that PZ/fU maintains for a period 
of f months a file of nmsensitlve cables by IN and OUT nusdter which 
may bo utlllxed on a charge-out basis. Hhsn it appears that the extra 
copies requested ore necessary they will be fumlshad. When the 
reason given does not appear to be valid the ooUer njii be advised 
that the request is being reforred to the Cable Setnetazy who 
l»ndle the matter from that point. Our object is to keep to a alni- 
zxua the number of such extra copies furnished while at the same 
time performing an ossential servios to the Agency. 

8o Message Center Responsibili^. The distribution of cables 

upon sensitive indicators is US’ responsibility of ilsssage 
Center only insofar as offoctlng the inltiio. distribution. The 
responsibility for the fbmishing of ad[dit1^uLL oopies in maifin g 
additional distribution or changes In aotion rests with the aotion 
unit or the Deputy Director conoernsd» 

Attaobmont: Distribution of SAFGK and BZBAT 
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